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Abstract— Cloud-based data storage systems have 

grabbed the interest of both industry and 

academia in recent years due to their effective and 

low-cost management. Because they deliver 

services over an open network, services must use 

secure information storage and sharing techniques 

to ensure data confidentiality and service user 

privacy. The most widely utilized method of 

preventing sensitive data from being hacked is 

encryption. However, simply encrypting data 

(using AES, for example) is insufficient to address 

the genuine need for data management. 

Furthermore, efficient accessibility to 

downloading request must be handled in order to 

avoid customers from being unable to use the 

support due to Economic Denial of Service (EDoS) 

attacks. In this study, we look at dual access 

control in the context of platform storage, in the 

respect that we develop a control method that can 

handle simultaneous data access and downloading 

demands without sacrificing safety or 

performance. Two dual access control systems are 

constructed in this study, each for a distinct 

planned scenario. The systems' safety and 

experimental and analytical are also discussed. 

Keywords:-Searchable Encryption, Multi-

Keyword Search, Multi-User Access, Search 

Pattern, Access Pattern. 

I. INTRODUCTION 
 

 In recent years, both industry and 

academia have paid special attention to platform 

storage services. Due to a number of advantages, 

such as access freedom and the elimination of local 

data management, it might be actively used in a 

variety of Web commercial uses (e.g., Apple 

iCould). In order to save money on developing their 

local information management infrastructure, a 

rising number of consumers and enterprises are 

outsourcing their data to a different cloud. 

 

The fear of a breach of security involving cloud 

storage, on either hand, may be one of the major 

impediments to wider adoption of cloud-based 

storage services among Internet users. In a range of 

situations, outsourced data may need to be shared 

with others. For instance, Alice, a Sky drive user, 

might share photographs with her friends. Alice 

must construct a share link and then distribute it with 

others before sharing the photographs without using 

encryption technology. The upload link may be 

visible at the Dropbox administration level, with 

some restrictions imposed on unauthorized people 

(for example, those not Alice's friends) (e.g., 

administrator could reach the link). 

 

Because the cloud (which are built on an open 

network) cannot be fully trusted, it is usually 

recommended that data be secured before being 

transferred to the clouds to ensure data security. One 

analogous option is to encrypt the data before upload 

to cloud computing using an encryption mechanism 

(e.g., AES), such that only a single cloud user (with 

a valid decryption key) can decrypt the data. A easy 

solution to prevent "insiders" of a system from 

viewing shared images is to choose a group of 

allowed user data before protecting the data. 

 

In some cases, though, Alice has no clue who the 

photo receivers/users will be. It's conceivable that 

Alice is just aware of the characteristics of picture 

receivers. In this case, traditional data encryption 

(e.g., Paillier Encryption) could be utilised because 

it requires the encrypt to know who the information 

receiver is ahead of time. It is also desirable to 

provide a strategy data encryption for outsourced 

images, so that Alice may use the approach to 

create access control policies for the protected 

photos, guaranteeing that only a tiny handful of 

authorized persons have accessibility to them. 

 

 There is a well-known technique called 

as asset attack in a platform storage service. 
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Because a (public) cloud may have no authority 

over install requests (i.e., a service user may send 

an endless amount of download queries to the cloud 

server), a maliciously crafted user may be using 

refusal (DoS)/distributed denial-of-service (DDoS) 

threats to consume the resources of the cloud 

storage domain controller, preventing the cloud 

service from responding to truthful users' service 

requests. As a result, economic components of the 

"pay-as-you-go" model may be disturbed due to 

increased resource utilisation. Cloud service users' 

expenses will skyrocket as the industry matures. 

We suggest a novel technique, named dual access 

control, in this study to address the two concerns 

outlined above. Essential element encryption 

(ABE) [9] is one of the potential possibilities for 

securing data in cloud-based storage services. It 

allows for the confidentiality of cloud services as 

well as fine-grained management over the 

outsourced data. Ciphertext-Policy ABE (CP-

ABE) [5] in particular provides an effective method 

of data encryption that allows access policies to be 

specified over encrypted data, defining the access 

privileges of prospective data receivers. In this 

study, we consider the usage of CP-ABE in our 

mechanism. 

 

However, applying the CP-ABE method alone is 

insufficient to create an elegant mechanism that 

ensures management of both access to data and 

downloading requests. 

 

II. RELATED WORKS 
 

 ABE has been presented in the literature 

to implement fine-grained strategy control over 

encrypted data.  ABE has two main research branches: 

The acronyms CP-ABE and KP-ABE represent for 

major policy ABE. This paper focuses on the former. 

In a CP-ABE, the decryption key is linked to a number 

of characteristics, and the secret image is combined 

with access structure. This feature qualifies CP-ABE 

for safe cloud data sharing.  

 This is because KP-ABE necessitates the 

association of a decryption key with an access control 

mechanism, which results in a high holding cost for 

cloud users. Many works have been proposed to use 

CP-ABE in various applications since the 

development of seminal CP-ABE [9], such as 

responsible and detectable CP-ABE multi-authority 

outsourcing CP-ABE and extensible versions.  

 

 Despite its ability to provide perfectly 

alright data availability, CP-ABE as a clear answer is 

far from practicable and successful in defending 

against EDoS attacks, which are common in cloud 

environments. In the literature, several responses to 

the attack have been presented. However, Xue et al. 

claimed that earlier studies were unable to properly 

defend against the EDoS attack at the computational 

(or protocol) level, and they presented a strategy to 

protect cloud information sharing against the attack. 

 

 on the other hand, has two drawbacks. 

To withstand the attack, the data owner must first 

produce a set of challenging ciphertexts, As a result, 

the computational overhead rises.Second, as a test, a 

data user must decrypt one of the challenged cipher 

texts, which requires numerous complex operations 

(e.g., pairing). All these parties' computing 

complexity will necessarily increase, and cipher text 

delivery will necessitate. A significant amount of 

network capacity is required. The vast processing 

capacity of the cloud is underrated. In this paper, we 

will describe a new technique for standing still in the 

face of an EDoS assault that involves less advanced 

computing. Antonis Michalas recently suggested a 

data sharing method that combines asymmetric 

searchable encryption and ABE, allowing users can 

search encrypted information directly. The protocol 

uses SGX to host a revoking authority in order to 

perform key revocation capability in ABE. 

Later, Bakas and Michalas enhanced the technique 

and developed a hybrid encryption technique that 

reduces the challenge of multi-user sharing data to a 

single-user one. 

The symmetric key used for encrypting data is 

specifically held in an SGX enclaves that is encrypted 

using the ABE method. It uses the SGX enclave to 

solve the validity issues in the context of ABE, similar 

to . In this paper, we use SGX to provide download 

request control (and hence avoid DDoS/EDoS 

attacks). In this way, our goal and technique differ 

from those of the methods. 

 We use the Amazon web services cloud 

to store our data in an effective and secure manner in 

the proposed system. RDS and S3 buckets are used in 

this case. S3 refers to a simple storage place where all 

data can be stored. Relational database storage (RDS) 

is a term that refers to the storing of data in a relational 

database. We can access data and health records from 

anywhere by using the real-time cloud and the access 

key. 

 

S3 Storage: 

Through a web interface, Amazon S3 offers object 



(file) storage. It's designed to save, protect, and 

retrieve data from "buckets" on any platform and at 

any time. An S3 ecosystem is a simple structure, 

according to Amazon Web Services. An S3 bucket is 

a cloud storage container that a user creates. 

This solution is available to businesses of any size and 

sector. Websites, mobile apps, archiving, back - ups 

and restores, IoT devices, and work apps are just a few 

examples of possible use cases. 

Buckets and objects are the fundamental building 

blocks of Amazon S3's data organisation, storage, and 

retrieval. These two components comprise your 

storage system.As previously stated, an object in 

Amazon S3 is a data file, or "fundamental entities 

saved in Amazon S3," as AWS refers to them. 

Documents, images, videos, and other types of media 

can all be used. As an entity, any type of file can be 

used. The s3 bucket has a number of advantages. 

 Scalability 

 Cost-Effective Storage 

 Versioning 

 Powerful Security 

RDS: 

RDS is an acronym denoting (Relational database 

storage), It makes setting up, managing, and scaling a 

database system in the cloud more easier. It provides 

cost-effective scalability while simplifying moment 

administration tasks such as configuring, database 

installation, patching, and backups. It frees you up to 

focus on your apps, ensuring that they have the 

scalability, availability, security, and compliance that 

they demand. Because Amazon RDS takes care of 

many of the moment and inconvenient management 

tasks associated with database systems: 

 When you buy a server, you have everything: 

CPU, RAM, storage, and IOPS. These are 

segregated using Amazon RDS to allow for 

autonomous scaling. You can placing a piece 

more CPU, less IOPS, or even more storage 

if needed. 

 Amazon RDS is in charge of backup, 

software patching, automated fault diagnosis, 

and restoration. 

 Amazon RDS does not provide shell access 

to DB instances in order to deliver a managed 

service experience. It also stops advanced 

users from accessing system functions and 

tables. 

 You can schedule backups to happen 

automatically when you need them, or you 

can generate a backup image manually. A 

database can be restored using these backups. 

The data recovery method used by Amazon 

RDS is dependable and effective. 

 High availability can be achieved by having 

a primary instance and a synchronous 

secondary instance that you can fail over to 

in the event of a problem. Read replicas can 

be utilised to improve read scaling in Maria 

DB, Microsoft SQL Server, MySQL, Oracle, 

and PostgreSQL. 

 You may use AWS Identity and Access 

Management (IAM) to set users and 

permissions to securely manage who can 

access your RDS databases in addition to the 

security built into your database package. 

You can also put your databases on a virtual 
private cloud to keep them safe. 

IAM: 

To sign API requests, programs must require AWS 

privileges. As a result, if you're an application 

includes, you'll need a plan for tracking your EC2 

credential' development. You can, for example, 

securely redistribute your AWS credentials over 

instance, enabling apps running on those cases to sign 

requests using your identities while keeping your 

secrets safe from those other users. 

Finding the most efficient attributes for each instance, 

particularly those produced on your own by AWS, 

such as Check For signs or servers in Auto Scaling 

groups, is tough and challenging. We established IAM 

roles such that your apps can make secure API 

requests on your services without you needing to 

manage their login information.You can utilise IAM 

roles to delegate authority to perform API requests 

instead of generating and spreading your AWS 
credentials: 

Make a role for yourself in IAM. Determine which 

AWS accounts or services are permitted to play the 

role. Define which API activities and resources the 

application can utilise after you've adopted the role. 

Specify the role when launching your instance, or 

attach the role to an existing instance. Allow a set of 

temporary credentials to be retrieved and used by the 

programed. IAM roles, for example, can be used to 

give access to a S3 Bucket to applications that run on 
your instance. 

You can provide privileges for IAM roles by creating 

a policy in JSON format. These policies are identical 

to the IAM policies you create.When you change a 

role, it affects every instance. Assign least privileged 

IAM policies to IAM roles to limit access to the API 

calls required by the application. A single IAM role 



can be given to a single example, however several 

cases can have the same role. The IAM roles may be 

found in the AWS User Guide for further guidance on 
setting up IAM roles. 

SECURITY GROUPS: 

A security group manages incoming and outgoing 

traffic for your EC2 instances by functioning as a 

virtual firewall. Outbound rules control traffic leaving 

your instance, while inbound rules control traffic 

entering it. You can define one or more security groups 

when launching an instance. If no security group is 

given, Amazon EC2 utilizes the default security group. 

Each security group can have rules applied to it to 

enable traffic to and from its associated instances. A 

security group's rules can be changed at any moment. 

All instances attached to the security group are 

automatically updated with new and altered 

rules.When deciding to choose whether or not allow 

traffic to access an instance, Amazon EC2 considers 

all of the rules from all the multiple clusters connected 
with it.  

You must mention a security plan that has been 

defined for that VPC when you launch an instance in 

that VPC. You can alter the security groups once an 

example has been launched. Network interfaces are 

tied to security groups. When an instance's security 

groups are changed, the assumed power related to 

primary network connection are also changed (eth0). 

III. METHODOLOGY 

 To protect the data, we adopt a hybrid 

solution that incorporates the effectiveness of a 

synchronous system with the simplicity of a state 

service. The suggested dual access control systems, in 

instance, are both in the Key/Data Entrapment 

Mechanism (KEM/DEM) mode. An effective 

symmetric-key encryption strategy encrypts the 

message, while the inadequate government scheme 

(i.e., the CP-ABE) is only employed to encrypt and 

decrypt a short key value. 

 We use the CP-ABE technique as the 

basic building block to meet the security requirements 

of anonymous data sharing, confidentiality of shared 

data, and access control on shared data. In particular, 

due to its efficiency and elegance, we offer the 

construction based on the CP-ABE scheme. We 

design an effective mechanism for the cloud to judge 

whether a data user is authorised or not without 

revealing any sensitive information (including the 

data user's identity, the plaintext of the outsourced 

data) to it in order to meet the security requirements 

of anonymous download requests and access control 

on download requests. 

 

 In the first method, the cloud requires the 

authority's assistance in making a decision on a 

downloading request (sent by a data userAs a result, 

the authority must always be available. In some cases, 

however, the authorities may not even be available at 

any time. As a result, the authorities can be offline 

after the variable setup operation in the second 

(improved) system. We use the SGX technology to 

substitute the role of the authorities during the 

download demand procedure's network access. Now 

we'll go into the reasoning behind our proposed 

systems. A cloud-based data sharing system should 

provide dual access control, as defined in Section 1, 

to provide strong security and privacy guarantees for 

shared data on the cloud (that could defend against an 

EDoS attack). We begin by adapting the CP-ABE 

system suggested to the KEM/DEM scenario. 

However, using the CP-ABE structure from the 

KEM/DEM option alone is not enough to achieve dual 

access control. A new technique must be created to 

ensure that both data access and download requests 

are controlled. We introduce a new way to avoid using 

the "testing" cipher text in the straw man solution, 

which differs from the classic straw man solution 

discussed in Section 1. We specifically allow the data 

owner to generate a download request that includes a 

randomized version of the data owner's secret key. 

The secret key's "decoding capability" is preserved in 

the download request, allowing it to be used to 

determine whether the underlying data owner is 

capable of decrypting the shared cipher text (s). 

Because the aforementioned component in the 

downloading request is randomized, it can't be used to 

figure out who owns the secret key. 

 That is, the distribution request allows 

the cloud to determine if the data owners of the 

downloading request is permitted without revealing 

the underlying data owner's identification (i.e., the 

download request is anonymous). The authentication 

of download requests requires the assistance of the 

authority or the Intel SGX enclaves to prevent secret 

information from leaking to the cloud. Our initial 

system is intended for use when the certification of a 

downloading request requires the assistance of a third 

party, whereas our two system is intended for use 

when the Intel SGX enclaves is used during the 

validation of a downloading request. We should point 

out that our approach is broad in the respect that it can 

be used to the majority of modern CP-ABE structures 

based on b - spline maps.



 
Results: 

Figure: 1 

Cloud Service Provide 

Cloud service provider having default login 

credentials with those he log in into the system and 

perform his operations. 

 

 
 

Figure: 2 

View Owners 

After login CSP can view data owners and send otp to 

the data owners, view users, and user’s request. 

 
 

Figure: 3 

Authority 

Authority is also having default credentials with those 

credentials only authority can login into the system 

and perform operations like view users request and 

key Generation and view users for authorization. 

 

 

 

Figure: 4 

Data Owner 

Data Owner is the person who login into the system 

after registration, Data Owner Perform operations like 

upload files and view files (encrypted view), view all 

files, send request for dual access and view dual 

request response. 

 

 
Figure: 5 

Data User 

Data user registers into the System the logs into the 

system then data user can view his profile and search 

for file with the help of keywords then send’s request 

to the Authority and Authority passes that request to 

the Cloud, if cloud accepts then key will be generated 

to the user 

 . 

 
 

IV. CONCLUSION 

 

In this study, this is the case. To solve an interesting 

and long-standing challenge in cloud-based data 

sharing, we developed two dual control systems. The 

proposed models are not vulnerable to DDoS/EDoS 

attacks. According to the authors, the technique 

employed to offer control over download requests is 

"transplantable" to multiple CP-ABE systems. As 

according our tests, the proposed technologies do not 

impose any substantial computational or 

communication cost (compared to its underlying CP-

ABE building block). We take use of the fact that 

private data submitted into the enclaves cannot be 

retrieved in our updated system. However, fresh 

research reveals that shared memory routines or other 

side-channel attacks could allow the enclave to leak 

portion of the secret(s) to a hostile host. The 



translucent enclave operation concept is introduced as 

a result. Constructing a dual access control for cloud 

data sharing from transparent enclaves is an exciting 

issue. In future initiatives, we'll look into the best way 

to solve the problem. 
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